2001P22909US 
1/3 

FIG. 1A 



10- 



n 


/ 


CENTER 








FIG. IB 





OBTAIN/GENERATE 
PUBLIC KEY 



-105 



11 



REQUEST 
AUTHORIZATION 
KEY 



-110 



ENCRYPT 
AUTHORIZATION 
KEY 



-115 



SEND 
ENCRYPTED 
AUTHORIZATION KEY 



DECRYPT 
AUTHORIZATION 
KEY 



-125 



1 J 


GENERATE 
ADDITIONAL 
KEYS 


KEY ENCRYPTION KEY 


UPSTREAM KEY 


DOWNSTREAM KEY 



-150- 

-152 
-154 
-156 



-120 



GENERATE 
ADDITIONAL 
KEYS 


KEY ENCRYPTION KEY 


UPSTREAM KEY 


DOWNSTREAM KEY 



1^152 
154 
15G 



□ 



OBTAIN/ GENERATE 
UPSTREAM 
AUTHENTICATION CODE 



I 



REQUEST TRAFFIC KEY 

— tz= 



AUTHENTICATE REQUEST 

1 



DECRYPT TRAFFIC KEY 



2001P22909US 

2/3 
FIG. 2 A 

40 



FIG. 2B 

205 
210 



235 
240 

FIG. 3 



CENTER 



1 



AUTHENTICATE REQUEST 



GENERATE AND ENCRYPT 
TRAFFIC KEY 



I 



OBTAIN/ GENERATE 
DOWNSTREAM 
AUTHENTICATION CODE 



I 



SEND ENCRYPTED TR. KEY 
\ 



n 













215 



220 



225 



230 



2001P22909US 
3/3 



400 



USR • 

V 

10 



BTS- 

V 

430 



BSC - 

V 

440 



FIG. 4 



MSC 



450 



MESSAGE 




CREDIT CARD 


CENTER 




CENTER 


\ 


\ 


4G0 


20 



FIG. 5 



500 



505 



USR 
V 



BTS - 

V 

430 



BSC - 

V 

440 



MSC - 

V 

450 



MESSAGE 




CREDIT CARD 


CENTER 




CENTER 


s 


\ 


20 


570 



